
3 Steps
to Raise Your 

Cybersecurity IQ



2

Table Of Contents

Introduction 3

Step 1: Have a Cybersecurity Strategy   6

Step 2: Your Data is Your Currency  8

Step 3: Cybersecurity Program Management  11

Conclusion 15

About Abacode 16



3

Answer Three Questions 

The more effectively you and your leadership team can answer 
these three questions; the stronger cybersecurity will be for your 
business which will create a distinct competitive advantage for you. 
Simple is better.

Advancing your cybersecurity initiative cannot begin until you can 
provide some clarity around: 

1. What really matters to the business?
2. What critical (cyber) assets are required to do business?
3. Which threats are tolerable, and which are not for the business? 

The answers to these questions provide the mission scope for your 
cybersecurity solutions and capabilities as well as establishes the 
risk tolerance of your leadership team.

Setting a strong executive focus with leaders across the business 
really helps you develop a cost-effective, risk-effective cyber 
strategy that delivers for your business.  

Introduction 
Cybersecurity continues its rapid advance as the #1 technology driver that 
can make or break your business, especially if you are a small-to-midsized 
enterprise that is not able to spend millions of dollars per year on the best 
cybersecurity technologies, tools and experts.

The struggle is in fact real. Therefore, it is a business imperative for executive 
leaders to set the conditions for cybersecurity success. How is that done?

Back to TOC
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Sounds easy, so why then is cybersecurity so confusing, costly 
and complex?  

Cybersecurity is usually well understood by the security and 
technology practitioners. However, it is not well understood by 
the executive leadership team nor is it treated as a strategic 
business risk by senior executives within most small to med-
sized enterprises.  

That is not to say that senior business leaders do not know 
anything about cybersecurity but that maybe their leadership 
focus is not where it should be. This lack of priority and 
focus causes misalignment across the business and leads to 
inefficiencies at the low end, as well as breaches and significant 
data loss at the high end of the cyber threat spectrum.    

The bottom line is you cannot delegate cyber accountability, it 
rests with you.

This white paper aims to help executive leaders better 
understand how they can create and manage a strong 
cybersecurity program that works for their business, partners, 
and clients.    

Back to TOC
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There is great opportunity for 
business leaders to strategize, 
optimize and mobilize their 
cybersecurity teams and 
partners to provide a level 
of assurance that not only 
keeps you operating but also 
provides the business with a 
distinct competitive advantage 
over industry and market 
competitors when it comes to 
data protection and security.  

It is the goal of all businesses 
(and the responsibility of its 
most senior leaders) to create a 
“whole  business” cybersecurity 
approach that creates unity 
of effort across the business 
providing the ability to identify 
and protect the critical cyber 
assets (data, networks, 
applications, etc.) you need to 
survive and thrive.

Cyber underpins everything 
you do as a business in today’s 
digital world so not doing 
it well can have disastrous 
consequences. 

Strong leadership, strong 
governance and a strategic view 
of the cyber landscape are the 
foundational elements if you 
want to turn your cybersecurity 
challenges into competitive 
advantage. 

Back to TOC
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Step 1: Have a Cybersecurity 
Strategy  

The first step in turning your cybersecurity challenges into a competitive advantage is to create a 
clearly defined cybersecurity strategy that is integrated with, and works for, the business. 

What does this mean?  
It means that to deliver the desired business 
outcomes you need from cyber you must create 
the right approach to take the necessary steps 
-  this is your cybersecurity strategy. 

A strong cybersecurity strategy has very clearly 
defined objectives and balances the capabilities 
needed with resources available. Said another 
way – cyber risk management.  

Since cyber touches everything, it is an integral 
part of your business performance and 
success.  Therefore, you can expect there will be 
competing functional priorities for resources. 
This makes strategic alignment essential to your 
cyber security strategy’s success.  

The good news is there are several good real-
world cyber strategy examples you can look at to 
see how best to create a cybersecurity strategy 
for your business. 

As an example, you can look at the National 
Cyber Strategy of the United States of 
America to see what a well-structured cyber 
strategy looks like:

National Cyber Strategy of the  
United States of America

Back to TOC



7

Step 1: Have a Cyber Security 
Strategy  

To move your cybersecurity strategy forward, first establish a 
clear commitment from the Chief Executive of your organization 
regarding the priority and importance of cyber. 

Second, establish strategic alignment to a higher-level 
strategy. 

In the example of the National Cyber Strategy of the United 
States of America, it is aligned to the National Security 
Strategy which is the overarching US strategy for how to 
protect and defend America and its interests. For your 
business you would do the same. What does cyber enable? 
How does it best integrate? 

You would ensure your cyber strategy is aligned to, and 
synchronized with, your overall business strategy. Your cyber 
security strategy is where you will specify and outline exactly 
how you plan to balance business goals with cybersecurity 
solutions and cost. 

This strategic analysis will produce a set of defined objectives 
and priority actions for your cybersecurity program. This is the 
type of clarity you need to provide for your business around 
cyber security strategy. This is the first step in transforming your 
cybersecurity challenges into competitive advantage. 

Once you have completed this you can move to Step 2.

Back to TOC
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Step 2: Your Data is Your 
Currency 

It’s all about your data, that’s the big secret 
of cybersecurity. Everything revolves around 
protecting the confidentiality, integrity, and 
availability of your data. 

You should view your organizational data as 
the currency you do business with.  It is that 
essential to you and your business.

Do you know how much data you have?  

Consider the following example 
According to a SANS study, most small to midsized enterprises have between 50-150TB of data.

First we’ll need to look at and categorize this data so we can determine how best to manage and 
secure it to meet the objectives of our cyber security strategy we developed in Step 1.

Regulated data is data that you are required to implement specific security and privacy safeguards 
around as directed by federal, state, or local law, or policy or agreement.  

Understanding your regulatory responsibilities is a critical step in determining your compliance 
requirements as they relate to your data and business obligations. 

The Library of Congress Will Fit In 100TB...More than 6 times!

Regulated Non-Regulated

Back to TOC
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Step 2: Your Data is Your 
Currency 

The next step is determining what types of 
data you have in each category (regulated, 
nonregulated). This is where you should create a 
clear data classification schema to identify data 
types within your enterprise.

Some examples would include Export 
Controlled, Restricted, Controlled and Public. 
After you have defined your data types you can 
start to look at different cyber security controls 
to apply to protect this data in line with the risk 
tolerance and objectives of the business (your 
cyber security strategy). 

A common mistake here is to treat all the data 
the same which is like making the entire bank a 
vault. No bank would do this, and neither 
should you when it comes to your data.

Understanding your data and the structure 
of that data helps ensure your cyber 
security team or service provider can 
integrate all of your business requirements 
into a single holistic cybersecurity program 
for you and your business.

This will allow the business to stay flexible, 
and adaptive to the ever-changing 
cyber threat landscape and evolving 
compliance regulations. It 
is also important to not 
waste time, money 

or resources on duplicative or overlapping 
controls which does occur sometimes when 
the requirements are not well understood up 
front and the business outcomes (that cyber 
must support) are not clear. 

Adding a layer of complexity to the mix, 
most business are required to meet one or 
more cybersecurity compliance standards 
(privacy, financial data, healthcare, federal, 
etc.) so this is where a well-defined cyber 
security strategy and data mapping view will 
help you reduce cost and improve security 
while generating a source of competitive 
advantage for you. 

Back to TOC
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Step 2: Your Data is Your 
Currency 

Why is this so important? 
According to IBM’s 2019 Cost of a Data Breach study they 
found that the average cost of a data breach is $3.9M.  

Knowing the ins and outs of your data and what role it 
plays in your ability to provide solutions and generate 
revenue is a must for the executive team. This is 
where you can set the conditions for success with 
your cybersecurity program and teams. 

It is only once you understand your strategy 
and data that you can effectively apply the 
technological wizardry of cybersecurity to 
specifically neutralize and counter the 
spectrum of threats trying to disrupt 
and/or destroy your business. 

Back to TOC



11

Step 3: Cybersecurity Program 
Management 

This is where the CISO or your Managed Security Service Provider comes to the 
plate with a program approach that serves as the foundation for your cyber risk 
management and cybersecurity. This is where most people start when 
they start thinking about cybersecurity. 

It’s a mistake to start here.

Can you see how overlooking the strategy and data 
can cause negative consequences for you here?

The key objective is to consider where you are 
today, this is referred to as your current state. A 
detailed maturity assessment within a trusted 
cybersecurity framework will tell you exactly how 
far away you are from your target cybersecurity 
state (achievement of your cyber strategy) and 
where your most critical cyber risks are today. This 
allows for a prioritized approach regarding remediation 
and implementation.     

If you are looking for a good trusted cybersecurity framework 
to assess your business, check out  the National Institute of Standards and 
Technology Cybersecurity Framework (NIST CSF)  which defines five specific 
outcomes your cyber program can achieve for your business.  

Let’s examine this in greater detail.

Core Function: IDENTIFY
This first core function will help you develop an organizational understanding 
to manage cybersecurity risk to your systems, people, assets, data, and 
capabilities. The focus here is on identifying your assets, business requirements, 
governance, and compliance requirements and on baselining your cyber risk 
and supply chain risk management.  

Back to TOC



Step 3: Cybersecurity Program 
Management 

Core Function: PROTECT
The next core function once you have identified the key assets and requirements in your estate is to 
start building the cyber protections into your data and business environment.

The focus now shifts to specifying access control (who has access to what resources), awareness and 
training, data security, information protection, maintenance requirements and then lastly the protective 
technology you need to keep your data and systems protected and available for the business. 

This again is where most people start when they start thinking about cybersecurity. They want to look 
at solutions first and then back into the requirements and business outcomes. This is a primary cause 
of cyber confusion and complexity.

You can see how overlooking the basics can negatively impact your decision related to cyber risk and 
the security controls you have chosen to implement to keep your data and business safe.     

Back to TOC12
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Step 3: Cybersecurity Program 
Management 

Core Function: DETECT
Now you need to assess your ability to continuously detect and monitor your systems. This is perhaps 
the most critical step in your security program from a continuous risk management perspective. 

The core capabilities you will want to assess and build out here are detecting anomalies and events, 
security monitoring, and your detection processes. The faster you can detect threats the faster you 
can mitigate and eradicate them. The IBM Cost of Data Breach report studies over 500 companies 
that have experienced a cyber breach and found that the average time to identify and contain a 
breach was 279 days! That’s a long time to be at risk!

Core Function: RESPOND 
Following detection, you will now need to identify the proper response planning, communications, 
analysis, mitigations, and improvements. 

This is where you want to make sure you have the cyber muscle memory internal to your 
organization to respond to security incidents and emerging threats quickly and properly to the 
business and your data.

The IBM Cost of a Data Breach report found that an organizations’ ability to respond effectively after a 
data breach was strengthened by the presence of an incident response team that follows an incident 
response plan. The research found that organization with an incident response team amplified their 
cost savings by conducting extensive testing of their IR plan. 

Organizations who conducted extensive testing of their IR plan saved on average $1,200,000 in data 
breach costs. 

When is the last time your business conducted and Security incident Response drill? Your ability to 
respond and contain data breaches will provide you with a significant competitive advantage. 

Train like you preparing to fight. 

Back to TOC
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Step 3: Cybersecurity Program 
Management 

Core Function: RECOVER
A cyber security recovery plan is the last step in assessing your ability to survive and operate in today’s 
contested cyber environment. 

Key activities here include recovery planning, improvements, and communication to your internal and 
external stakeholders.

Back to TOC
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Your clients expect you to take cybersecurity very seriously. 
By developing a comprehensive cybersecurity strategy, 
understanding your data and its protection requirements, 
and constantly monitoring and measuring threats and risks, 
you can demonstrate the effectiveness of your cybersecurity 
program. Confusion, complexity, and cost are elements 
well within your control to help influence and shape a 
cybersecurity program that delivers the business outcomes 
you and your clients need.  

Conclusion 

15 Back to TOC
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Abacode is a Managed Cybersecurity & Compliance 
Services Provider (MCCP).

Abacode combines leading technologies and 
professional services to implement holistic, framework-
based Cybersecurity and Compliance programs for 
clients throughout the world. Our unique model 
empowers organizations to make objective and reasoned 
security investments based on their business needs, 
budget, and risk tolerance and ultimately transform their 
cybersecurity challenges into a competitive advantage.  
Abacode enables clients to implement a Cyber Capability 
Maturity Model and consolidate all cybersecurity 
initiatives under one roof.  Offices in the Americas  
and Europe.  

About Abacode:

+1 (866) 596-9020
cyberconnect@abacode.com

Contact Info

© Copyright 2020 Abacode, Inc. Transform Your Cybersecurity Challenges into 
a Competitive Advantage™ is a trademark of Abacode, Inc. All rights reserved. 
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