


We got hit with ransomware.
We get the call. “Hi, this is Jeff, the COO for Company X. We had 
a security incident and need some help. Someone referred you 
to us, and I was wondering if you can help us out. We got hit by 
ransomware.”

Abacode sends a Non-Disclosure Agreement (NDA), a Master 
Services Agreement (MSA), and a Statement of Work (SOW) for 
the DFIR support. We always take care of the paperwork first to 
cover ourselves and our clients.

Abacode team kicks off DFIR meeting with client. We learn that, 
as of midnight, adversaries began encrypting Company X’s data 
files. When employees came in around 0800, they found systems 
locked and the following message:

This message is from the Maze ransomware group. As our team 
starts digging into the issue, we discover the worst possible 
scenario:

The attacker is demanding a $2 million ransom, and Company 
X’s backups were (most unfortunately) going to a local Network 
Area Storage (NAS), which itself has been encrypted, just like the 
primary file server and database server.
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Abacode engages with a partner to facilitate the negotiation 
and payment of the ransom, as well as getting the key to 
decrypt the files.

Our partner reaches out to the ransomware group but gets no 
reply. You often hear that these ransomware groups have great 
customer service, but I have experienced many times when their 
websites are unreachable, or they don’t respond to emails. Our 
partner has a track record with this group and tries some other 
avenues to finally connect with them.

Given the lack of backups, it appears that Company X is going 
to have to pay the ransom to get a decrypt key – otherwise, 
they have no financials going back two years, no way to receive 
payments, and no way to ship product.

By the time Company X reached out to us, they had already 
gotten a quote from another provider to help pay the ransom 
and decrypt the files. However, there was no real plan for 
addressing the system restoration and remediation to ensure the 
same thing couldn’t happen again. Also, the quote was for about 
$500,000. So, Company X’s leadership were a little concerned 
about the whole process. Abacode’s “Day 1” forensic services 
are generally $7,500.

It almost seems as if some of these companies that do the 
negotiations are in cahoots with the attackers. I wouldn’t doubt 
it. These companies typically charge some flat fee for the service. 
But what is to prevent them, for example, from negotiating a 
price at $X, and telling the victim, that the price agreed upon 
is $X plus $50,000, and then pocketing the difference? The 
business of ransom negotiation and payment is completely 
unregulated. So, I could feasibly see this happening. I hope that 
the third parties we deal with wouldn’t do that, but we have no 
way to know.
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Assessing the damage.
Abacode installs software to collect forensic data from Company 
X’s systems. The solution we use is hybrid-cloud platform 
combined with endpoint agents that deploys quickly via a GPO 
scheduled task in the domain. It immediately starts collecting the 
following:

• Event logs

• Registry hives

• Prefetch instructions

• Syscache

• Detailed system process info on users, programs, memory and 
CPU

• Application system logs (cloud storage, Endpoint protection, 
Web browsers, torrents, ZIP/Rar files, etc.

It will take about 24 hours to collect all this data and assemble a 
report; however, as time is of the essence – especially while there 
is an ongoing attack – we will immediately highlight and report 
on suspicious findings, based on the software’s ability to analyze 
thousands of Indicators of Compromise (IOC)s.

Simultaneously with the compromise assessment, our team is 
also deploying a Security Information and Event Management 
(SIEM) solution. This is a powerful tool that allows us to see and 
correlate both network and host-based events. The SIEM we 
deploy analyzes all traffic traversing the corporate firewalls, as 
well as events from the network infrastructure (routers, switches, 
VPN concentrators, etc.), servers (domain controllers, databases, 
files, etc.), endpoints (workstations, laptops, mobile, etc.), and 
cloud (Software as a Service (SaaS) applications, access control 
(Okta, Duo, etc.), Microsofft365, Azure, AWS, etc.). It has more 
than 30,000 rules to detect IOCs and has a continuously updated 
threat feed.  Our Security Operations Center (SOC) teams 
in Tampa and Las Vegas will be watching to see if anything 
anomalous is happening and alert both the customer and the 
DFIR team immediately.
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We perform NMAP and vulnerability scans externally and find 
public-facing systems running deprecated operating systems 
(e.g., Windows Server 2008, which has been unsupported since 
the beginning of the year). The customer is “certain” that: 1) 
those servers are not exposing any ports and services to the 
public, and 2) they are not reachable from outside the firewall. 
However, this is not the case. 

One server hosts what is intended as a company “store” of sorts 
to allow employees to order logo items (polos, hats, shot glasses, 
etc.). It is an in-house custom-developed website built off some 
open source PHP code, circa early 2000’s. Its homepage and 
all subpages are reachable from the Internet, and most of them 
are encrypted text files now, displaying the Maze ransomware 
demand.

Another sever is apparently an old Microsoft Exchange Email 
Server 2010, which is still running because Company X’s finance 
and accounting system needed it to be able to send email alerts. 
The rest of the company has migrated to Office 365 Online, and 
there’s not a clear answer of why the accounting app couldn’t use 
an O365 email account as well. Perhaps no one was able to figure 
out how to configure it. But the bottom line is, a deprecated 
version of Exchange still has ports 25 (SMTP), 110 (POP3), and 
143 (IMAP) all open and available to the public. There is also an 
open mail relay. I can send, for example, an email and make it 
look as if it’s coming from someone inside the company:

There’s a good chance this is where the attackers first got into 
Company X’s network. Note that even if these systems were 
not exposed to the public, they would still pose a threat to the 
environment. If I were an attacker and were looking to get a 
foothold from which to pivot to other parts of the network, I 
would always look for old, unpatched systems to exploit first.
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SOC findings emerge.
The SOC is already seeing some odd behavior as alerts pop up in 
the SIEM console. There’s a login to someone’s Office 365 email 
account from Europe. We check with the team and find that this 
is a sales rep in the Czech Republic and is expected behavior.  
However, we are also seeing some other odd things, indicating 
that some accounts may be compromised and sending out 
spammy/phishing looking email, perhaps in an attempt to spread 
to more accounts. 

We recommend a forced logoff of all users, password reset, and 
turning on multi-factor authentication to prevent further abuse.

DAY 2
The DFIR and client I.T. support teams reassemble. The 
negotiation team has made some headway; now the Maze group 
only wants $750,000 in Bitcoin. 

Early results from the compromise assessment software show that 
the attackers have likely been in the system for more than five 
months – at least, that’s the duration of the Windows Events Logs 
completely deleted from the environment. It really is a shame that 
no one was watching to see any of this.

Our SOC analysts make use of the MITRE ATT&CK framework, 
which is a knowledge base of attackers’ tactics, techniques, 
and procedures (TTPs) and is essential to understanding and 
containing cyber threats. We use this to enact kill chain actions as 
early as possible to limit attacks. 

According to MITRE ATT&CK, encrypting files and making a 
ransom demand is the LAST thing attackers do, after they have 
already exploited some vulnerability, gained persistence, moved 
laterally, established command & control, and exfiltrated data. 
The fact that Company X caught none of these actions for five 
months shows that they have no visibility into their environment.
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Our SOC has seen someone successfully phished this morning. In 
near real-time, we saw someone from the marketing department 
go onto what appeared to be the real Company X login page 
and enter their credentials in plaintext to the fake site that was 
generated by the attackers. This may or may not be associated 
with the current DFIR situation at hand, but it is a definite 
concern. We have already directed the Company X I.T. support 
team to change the user’s credentials, log them off everywhere, 
and scan their system.

The financial reality hits.
As we delve more into the possible vectors of attack, we find that 
there are many. For example, Company X has not updated their 
firewall firmware for several years. There is a critical vulnerability, 
well documented with a CVE (https://cve.mitre.org) that allows 
the attackers to send a specially crafted string to this particular 
firewall’s Web user interface (UI), and it, in turn, spits out all of the 
users and their passwords!

We also discover that Company X has a standard laptop image 
for all users that includes an account called “User” that has 
administrative level privileges to allow remote users to install their 
own programs, printers, etc. – thus minimizing the need for help 
desk support. This useful account also (very helpfully) has a blank 
password!

Finding the actual “patient zero” (initial attack victim) and 
attribution for the attack may be impossible (and somewhat 
fruitless), especially since most of the audit logs have been 
deleted. What’s more important now is to realize that once an 
adversary is in your network and has obtained domain admin 
rights, there are all sorts of thing they can do to maintain 
persistence. They can bypass endpoint protection, they can install 
rootkits in operating system Ring 0 and forge results going back 
to endpoint detection & response (EDR) systems, they can use 
custom tools that don’t register with EDR, etc.
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So, as we continue to see attack attempts, the difficult decision 
must be made do an entire rebuild; i.e., take systems offline, 
perform low level re-format of disk, re-install operating systems 
and apps, restore data from backups (after verifying it’s clean of 
malware). That is the only way to be sure that you have really 
eradicated the problem.

I know it is a huge undertaking, but it is something that must be 
considered on every DFIR job.

I will not go into all of the rebuild activities required for restoring 
the environment and getting it back into a working state, but they 
could include any of the following:

• Complete low-level disk format and reinstall of operating 
systems and accounts on the Windows domain controllers 

• Complete low-level disk format and reinstall of operating 
systems and accounts on all workstations

• Cobbling together a makeshift NAS from a server and spare 
storage drives, because there is not enough space available to 
run virtual machines, decrypt the encrypted servers, and stand 
up new servers

• Building a terminal services server to allow remote connections 
(with multi-factor authentication)

• Rebuilding quarantined VLANs (segmenting the network) for 
restored servers – so that, if some servers are still infected, 
they cannot affect the newly restored servers. 

• Upgrading firmware for all firewalls, routers, and switches, 
adding multi-factor authentication to VPN, and disabling 
external shell access to firewall.

• Updating virtualization software hosting all VMs.

• Disabling local admin accounts that all have a common 
shared password of “blank” and turning on Windows Local 
Administrator Password Solution (LAPS). 
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Based on feedback and guidance from Company X’s leadership, 
we have narrowed the scope of what must be decrypted. The 
only thing they really can’t live without is their finance and 
accounting system. So, working with the negotiation team, they 
are finally able to agree upon a price of $425,000. Company X 
makes the very painful wire transfer, the negotiator makes the 
payment in Bitcoin, and the Maze group provides the decryption 
key. Now, everyone’s fingers are crossed that it will work.  Our 
makeshift NAS has just enough room and processing power to 
get the decryption underway. After a day or two, it completes. 
The original files are intact. The database teams verifies 
everything is there. Whew!

The final bill for this whole thing is about $750,000, including the 
DFIR, restore costs, downtime, PR/reputational hit, and so forth.

Lessons learned.
The simplest lesson is that cybersecurity spend is a necessary 
cost of doing business nowadays. It’s not a matter of if you will 
be attacked, it’s when, and how prepared you will be. Having 
visibility through a SIEM with a continuous eyes-on-glass 
monitoring is really the only way you can have that visibility, 
contain intrusions early in the MITRE ATT&CK framework, and  
limit damage. 

Depending on the size of the organization and the number of 
assets to be monitored, the cost of SIEM/SOC services is roughly 
on the order of hiring one full-time security analyst; however, you 
are getting a whole team for that price. If you tried to hire your 
own internal team, it’s cost-prohibitive, because you would need 
at least two staff for three shifts = six people. 

So, for a 250-person firm bringing in $50 million revenue per year, 
you might expect to pay around $50-75K annually for a SIEM/
SOC solution. Isn’t that better than paying $750K on the back-
end for DFIR and cleanup/restoration?  When you look at it that 
way, it’s a financial no-brainer for executive leadership.
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+1 (866) 596-9020  •  +44 (020) 8396-4304  •  cyberconnect@abacode.com

Abacode is a Managed Cybersecurity & Compliance Services Provider 
(MCCP). Abacode combines leading technologies and professional services to 
implement holistic, framework-based Cybersecurity and Compliance programs 
for clients throughout the world. Our unique model empowers organizations 
to make objective and reasoned security investments based on their business 
needs, budget, and risk tolerance and ultimately transform their cybersecurity 

challenges into a competitive advantage. Abacode enables clients to implement 
a Cyber Capability Maturity Model and consolidate all cybersecurity initiatives 

under one roof. Offices in the Americas and Europe.


